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CyberSecD
Log management erSecDome

NIST summary helps to identify objectives and process to be put in place:

*  “Organizations should establish policies and procedures for log management.”

*  “Organizations should establish standard log management operational processes:
* Monitoring the logging status of all log sources

* Monitoring log rotation and archival processes

* Checking for upgrades and patches to logging software, and acquiring, testing, and deploying
them

* Ensuring that each logging host’s clock is synched to a common time source
* Reconfiguring logging as needed based on policy changes, technology changes, and other factors

*  Documenting and reporting anomalies in log settings, configurations, and processes.”.
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I berSecDom
SIEM basics CyberSecDome

The SIEM product family is the core of events and information management. SIEM are providing security
information management and also event management, by collecting information system logs from
multiple assets and managing security event in real-time. Main commons features of SIEM products are:

Log collection and forward to Log manager
Log parsing, aggregation, normalization and correlation
Data indexing for query, reports visualization and analysis.

Depending of editor, SIEM products offers the toolbox for incident handling with real time alerting,

forensic capabilities with log retention, etc. Log Security Event Sec.urtty
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SIEM - Graylog

Log management solution :

* Log data aggregation
* Log data analysis
* Log data management
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SIEM - Graylog

« Unlimited log ingestion ©

 View log data in real-time M
e Search through volume of logdata -
e Configure alerts for what matters

most

grayleg

. . . Qin .
Search Streams Alerts Dashboards Enterprise Wizard ~ Security - System - Oour B o N -
Search @ Unsaved Search Query executed in 6ms at 2025-01-15 13:23:27 Total results: 15
- From: 5 minutes ago Until: Now Select streams the search should include. Searches in all streamsife... o] Not updating ~
Type your search guery here and press enter. E.g.: ("not found" AND http) OR http response code.. | @ © B save [JlLoad
Filters @
Message Count Lol IIEA v
8
6
4
2
. || -
13:18:30 13:19:00 13:19:30 13:20:00 13:20:30 13:21:00 13:21:30 13:22:00 13:22:30 13:23:00
Jan 15,2025
o
- All Messages Lol 1T v
timestamp = source =

2025-01-15 13:23:20.000

graylog-wizard

graylog-wizard dhclient[14949]: DHCPDISCOVER on ens192 to 255.255.255.255 port 67 interval 7 (xid=0x28cch52c)

2025-01-15 13:23:13.000

graylog-wizard

graylog-wizard dhclient[14949]: DHCPDISCOVER on ens192 to 255.255.255.255 port 67 interval 7 (xid=0x28cch52c)

2025-01-15 13:23:13.000

graylog-wizard

graylog-wizard NetworkManager[622]: <info> [1736947393.8884] dhcpd (ens192): dhclient started with pid 14943

2025-01-15 13:23:13.000

graylog-wizard

graylog-wizard NetworkManager[622]: <info> [1736947393.8867] dhcpd (ens192): activation: beginning transaction (timeout in 45 seconds)

2025-01-15 13:23:13.000

graylog-wizard

graylog-wizard NetworkManager[622]: <info> [1736947393.8864] device (ens192): state change: config -> ip-config (reason 'none', sys-iface-state: 'managed')

2025-01-15 13:23:13.000

graylog-wizard

graylog-wizard NetworkManager[622]: <info> [1736947393.8859] device (ens192): state change: prepare -> config (reason 'mone', sys-iface-state: 'managed')
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Plugin to manage the alert rules

Graylog Wizard

Alert creation

> Event definition

Alert notification

B | @ Graylog - Alert Rules

« > C

grayleg  search

Alert Rules

With the wizard, you can manage the alert rules. An alert rule consists of one or more streams with rules, an alert condition and an alert notification. Read more about Wizard alert rules in the documentation (wizard version : 6.1.0).

Filter alert rules

1| Bulk actions =

[ Title
[ aaa

O bbb

O rrr

[ aaa2

[ issue 101

x|+

O 8 192.168.134.60:9000/wizard/AlertRules

Streams

Priority
High

Low

Low

High

Low

Alerts Dashboards Enterprise

Description

Wizard / Alert Rules ~  Security

Created
2024-12-2409:09:58

2024-12-2409:30:41

2024-12-2410:08:09

2024-12-2410:12:20

2025-01-07 16:07:22

System ~

Last Modified
2024-12-24 09:44:17

2024-12-24 09:30:41

2024-12-24 10:08:09

2024-12-24 10:12:20

2025-01-07 16:07:22

User

admin

admin

admin

admin

admin

Status

Disabled

Enabled

Enabled

Disabled

Enabled

% @ ®@ O
. X @ a 2

1l

Show cColumns =

Actions

- Event definition Notification
- Event definition Notification

- Event definition Motification
- Event definition Notification

- Event definition Notification
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. eroecvome
Tools for Incident Response

Security Orchestration Automation and Response (SOAR) => a centralized and more efficient approach for incident response.

) ) L] \
Evaluation Criterions

Case / Task Handling
Collaborative work

Integration capabilities (enrichment, Al, API)

—> Automation (actions, workflows)
Data Standard (input / output data)

Data visualization (graph)
Usability (langage, Ul, UX)

Alert Handling )
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Introducing

> Multiple integrations (bidirectional)
> REST API for automation

Cyber operations

Ticketin
> Events enrichment & investigation / 9
Pull & push
EDR/NDR P
Emission &
enrichment / Enrichment Security tools

investigation

Security Tools
(CTI, ...)

Information
System

11
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> Correlate events automatically cybéfh'écsame

Visualize

> Materialize links between events

> Contextualize dynamically event

© Tags Administration

Alertes Q, userperez
Trier par date

& Perez &

user

D D O D G CD @ C&D
E

il Chronologie

[] Ignorer les filtres temporels

2
14

0
Septembre Novembre

A\ 15 alertes

Sneakernet Botnet
Transparency Hackuvism
Lawfare Malware Lawfare Whitelist

National Security State Affillation Zero-Day Exploit Computer Network Attack 3
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> Streamline ticket handling and collaboration (Kanban) cyb;'r‘seci;;me

Understand

> Prioritize and categorize with tags

> Cross analyze events through a modern Ul

A Alertes B Artefacts @ Tags Administration ® O

=+ Créer

TiCketS Q_ Recherche..
&5 B

Trier par numéro

@ Nouveau En cours Fermé 5996 <
r /

soe Red Team Phishing Transparency Casus Belli Shoulder

Red Team Phishing Transparency
" surfing

Casus Belli Shoulder Surfing " 48

D © e&ZD - :
PR

D O &I CD D C CD GID
e

i Détails

Cree le 2022-01-25 08:25:15

Analyse

P match threat actor APT-1.

Information sent to team 2 for immediate response.

Urgente

AIRBUS °
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OO

> Automate each step of event analysis CyberSecDome

Automate

> Orchestrate with workflow

> Provide intelligence out of the box : shared library of connectors and

B Tickets? A Alertes 131 Artefacts @ Tags Administration ®@ O

Nom | Malware type threat 2 Rang O | 1

Q, Rechercher...
Evénements (2)
Connecteurs (10)

Custom (0)

Logiques (2)

switch

join

Formulaire (1)

< Retour Terminé
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PropheCy CyberSecDome
> Multiple integrations (bidirectional)
> REST API for automation

Cyber operations
> Events enrichment & investigation

/ Ticketing

Pull & push

EDR / NIDS —
SIEM —

Emission &
enrichment /
investigation

Enrichment

Security Tools

(CTI, ...)
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CyberSecDome

P ro p h e Cy > Automatically correlate security events

> Link artifacts between similiar events
Visualise

> Dynamic events contextualisation

© Tags o 5 ) Administration

A I erts Q_ user:perez % Al
Order by date

&8 Perez ¢

user

D D D CD C CGID @D

all Timeline

October Jan 2023

A oalert
|

@ Properties

2023-03-21 00:00:00
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PropheCy
| Understand

Cases

Order by number

® New

24/01/2025

Understand

CyberSecDome

> Facilitate case handling & collaborative work (Kanban board)

> Case priorisation (tags)

> Easy-to-use & modern Web Ul for in-depth event analysis

Tasks g\ Alerts BRI Arifacts W Tags = V

Show more v
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CyberSecDome

P ro p h e Cy > Automate investigations
> Workflows orchestration

> Triggered automatically or manually

B Artifacts W Tags  +F Workflows ™ I s n

Mame  Malware suspicion

Steps Extra

Q  Search...

Events (2)

‘ P | Incoming alert

Scripts (10)

Custom (0)

Logicals (2)

< Back Submit
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