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CyberSecDome Open Call

Introductory Guidance

This template is intended for applicants participating in the CyberSecDome Open Call. It has been designed to guide
you in preparing a comprehensive proposal that addresses all required aspects for evaluation. Each section aligns with
the evaluation criteria outlined in the CyberSecDome Open Call documentation: Alignment, Excellence, Impact,
Implementation, and Value for Money. Q

Purpose of this Template * O

The structure of this template ensures that key aspects of your project are presented |ver, enabling evaluators
to assess your proposal consistently and fairly. Sections 1 through 5 correspond di e't)/ to the evaluation criteria
outlined in the CyberSecDome Open Call documentation:

1. Alignment

2. Excellence Q
3. Impact 0

4. Implementation CO

5. Value for Money

Each section is critical to demonstrating the quality, feasibility, potentlal of your proposal. Proposals will be
evaluated as submitted, without the possibility for major revisi @rmg the grant preparation phase.

Important Instructions %Z

1. Font and Formatting:
o Font: Calibri, size 11. %
o Spacing: Single line, with 6pt para spacing.
o Margins: Minimum of 15 mm Or des.
o Page Limit: Maximum of 45 , including all sections, figures, and tables.
o Language: Proposals must itten in English.

2. Submission &
o Use this template as ﬂ% cted.

o Proposals exceedi page limit will have additional pages ignored during evaluation.
o Submit via the igftated online portal before the deadline
o Remember to del®dte all instructions; templates and examples provided in this document before

submissi
o Save yog&ument in PDF format before final submission

A\

Guidance on fd’g Generative Al Tools
Applicants may enerative Al tools to assist in the preparation of the proposal, provided that:
e All Al-generated content is reviewed for accuracy and compliance with intellectual property regulations.
e Any sources or citations generated by Al tools are double-checked for correctness and proper attribution.
e Applicants remain fully responsible for the proposal content, including acknowledging any limitations or
biases introduced by Al tools.
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1 General Information

Proposal Title:

Acronym:

Lead Applicant’:

Contact Details:

“In case of consortium please provide the name of the proposal coordinator

2 Proposal Summary (\Q

Provide a high-level overview of your proposal, including: Co\v
e Objectives and relevance to CyberSecDome goals. N
e Expected outcomes and societal, economic, or technical impacts. \
e Key technologies, innovations, or methodologies to be applied. (Max 1000 char@s)

NS
Q/c’)\)
N\
O
s

D

3 Applicant(s)Details . O
Applicant(s) Administrative information (incl Qnﬂ the consortium members -if applicable) is provided in the
online application form system (Link). A s@ry list should also be provided in the table below.
%,
R N4
Participant No &Participant organisation name Country
1. (Coordinator) \
&
2.
Q&
3. \
*Please use the same p, oot numbering and name as that used in the administrative proposal forms

4 Technical Description

4.1 Alignment

Note: This section will be evaluated based on the "Alignment" criterion, which assesses how well the proposal aligns
with the CyberSecDome objectives and challenges. Applicants must demonstrate their understanding of the
project’s scope, relevance to predefined topics, and alignment with CyberSecDome’s strategic goals.
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4.1.1 Relevance to CyberSecDome Objectives:
e Explain how the proposal addresses the challenges and topics outlined in the Open Call.
e (learly demonstrate alignment with CyberSecDome’s strategic objectives, focusing on Al and VR in
cybersecurity.

4.1.2 Key Performance Indicators (KPIs):
e Define measurable and relevant KPIs.
e Show how KPIs align with the project’s goals and CyberSecDome’s expected outcomes.
e Feel free to use the template provided in Table 4-1 below

Table 4-1: KPIs Structure

Objective Measurement Method Target Value Timeline
E.g'lmpr'ove us_er User satisfaction Feedback surveys and Achieve a satj ﬁgion
satisfaction with score from . . Month 8
) o ) . usability testing score of 85/
investigation tools investigators (Q
]
O
4.1.3 Fit with CyberSecDome Framework: ?0
architectures and technologies.

e Describe how the solution integrates with existing CyberSec,
&J/.

e Highlight any enhancements or gaps addressed by the pr.

4.2 Excellence XO

Note: This section corresponds to the "Excellence" criterion, t@jﬁg on the scientific and technical innovation of
the proposal. Evaluators will assess the clarity and ambiti the objectives, the soundness and novelty of the
methodology, and the project’s potential to advance the %e of the art.

4.2.1 Objectives and Ambition: Q
e State the specific objectives of the pr, Qeg nd their relevance to the CyberSecDome framework.
e Highlight any innovative approacheg oMnethodologies used.
e Explain how the proposal advan e state-of-the-art in cybersecurity.

4.2.2 Methodology: (’a\a

e Describe the scientific anﬁ nical soundness of your approach.
e Detail concepts, model& assumptions underpinning the work.
e Demonstrate how th@terdiscip/inary or multi-sectoral approach enhances feasibility.

4.2.3 Open Science«g’@t ical Considerations:
e Include plan sharing research outputs and ensuring ethical compliance, especially concerning

data priv@ @ Al ethics.

4.3 Impact

Note: This section is linked to the "Impact" criterion, which evaluates the proposal’s potential to deliver significant
benefits to the cybersecurity ecosystem. Applicants must outline their pathway to impact, including dissemination,
exploitation, and sustainability plans, as well as metrics for measuring success.
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4.3.1 Pathway to Impact:
e Explain how the project’s results contribute to CyberSecDome objectives and wider cybersecurity
advancements.
e Define target groups and quantify expected impacts (e.g., reduced threat detection time).
e Feel free to use the template of Table 4-2 below to present this subsection in a structured way

Table 4-2: Pathway to Impact

Impact Category Description Target Groups Expectcd Qutcomes

[e.g Public Sector/ Private o U

Sector/ Cybersecurity Co%\

Professionals /Academic e

N
[Societal/ Economic/ and Rese(‘Jr-ch "
Technical] Com'mumtlef/'General
Public and Civil Soci
Policymakers apd:
Regulators/ Te ogy

Providers aneylnnovators]

L
N
&‘v’
4.3.2 Dissemination and Exploitation Plans:

e Qutline dissemination strategies for reach@g key stakeholders (scientific community, businesses,

policymakers).
e Detail exploitation strategies for@roject results, including potential partnerships or
commercialisation pathways. \}

e Feel free to use Table 4-3 or Tabl @in case of consortium to present your plan in a structured way.

&Ie 4-3: Dissemination & Exploitation Plan
Target Audience Purpose Timeline

Dissemination/Exploitation Activity

& Table 4-4: Dissemination & Exploitation Plan (Consortium version)
Dissemination/Exploitaticn

Responsible

Target Audience Purpose Timeline
& P Partner

Activity

Y4

4.3.3 Sustainability:
e Provide a sustainability plan for outcomes beyond project funding.
e Address scalability and adaptability of the results.

4.3.4 Monitoring and KPIs:
e Include KPIs to track progress and evaluate impacts.
e Highlight feedback loops to improve results during and after implementation.
e Feel free to use Table 4-5 or Table 4-6 in case of consortium to present your plan in a structured way.
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Table 4-5: Impact KPIs Monitoring

KPI ‘ Description Target Value Measurement Method Timeframe for Monitoring

Table 4-6: Impact KPIs Monitoring (Consortium Version)
KPlI  Description Target Value Measurement Method ‘ Timeframe for Monitoring | Responsible Entity

S
Q

5 Implementation 05

Note: This section addresses the "Implementation” criterion, which focysgs on the feasibility and quality of the work
plan, the appropriateness of resource allocation, and risk manage trategies. Evaluators will also assess the
team’s capacity to deliver the project successfully. e O

7
5.1.1 Work Plan and Structure: é\
e Present the overall work plan, including a Gan@art of timelines and milestones.
e Include detailed work package descriptions @ith tasks, deliverables, and interdependencies.
e Feel free to use Table 5-1 which provid olistic view of all elements in WPx. It includes tasks,
deliverables, and milestones in a uniﬁe@rmat, ensuring clarity and consistency.

able 5-1: WPx Description
‘ WP [XX] — [Title of WP] ‘ Duration in Months: [Mxx — Mxy]

Lead Partner: [ACRONYM] N\ | Contributors [ACRONYM 1, ACRONYM?2]

\ Objectives

“ o Lead: [ACRONYM], Contribution: [ACRONYM1,
Tx.x — “Task Title \ ACRONYM 2]

[Task Descriptioer

Lead: [ACRONYM], Contribution: [ACRONYM1,

Tx.y — “Task Title ACRONYM 2]

[Task Description]

Deliverables

Dxx - “Deliverable Title”; Leader: [ACRONYM]; Mxx Description of Deliverable Dxx
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Dxy - “Deliverable Title”; Leader: [ACRONYM]; Mxx Description of Deliverable Dxy
Dxz - “Deliverable Title”; Leader: [ACRONYM]; Mxx Description of Deliverable Dxz
‘ Milestones ‘
MSxx — Milestone Title; Mxx Milestone Descritpion
MSxx — Milestone Title; Mxx Milestone Descritpion Q
Vo
U
5.1.2 Resource Allocation and Budget: (,)\
e Justify resource needs, including personnel, equipment, and financial aH@ons
e Provide a table summarising person-months and resource d/str/but/o®
5.1.3 Risk Management \9
e Identify risks and propose mitigation strategies. Categorise rE ks,b ikelihood and severity.
5.1.4 Management and Coordination:
e Qutline the project’s management structure, decision—m( processes, and reporting mechanisms.
6 Budget and Funding A

Note: This section will be evaluated under the "Value choney" criterion. It examines whether the requested
funding is justified, cost-effective, and aligned with th ject’s objectives. Applicants must demonstrate efficient
use of resources, provide budget transparency, and oa@he any additional contributions or synergies.

6.1.1

6.1.3

6.1.4

6.1.5

O‘
Budget Justification:
Details how each cost item is di y linked to the project's objectives and deliverables.
Explains why the budget is r ble and necessary to achieve project goals.

Cost-Effectiveness: C)
Demonstrates how reM%s will be used efficiently.

Provides metrics t ow the expected return on investment (e.g., improvements in cybersecurity
capabilities rela costs).

Leveraging @lonal Resources
Highlig@ ributions from external sources (e.g., partnerships, co-financing, in-kind contributions)
to enhanc®the project’s impact.

Transparency and Accountability:
Explains the distribution of resources among partners or within the team.
Ensures transparency in funding allocation.

KPIs for Value for Money:

Although this might overlap with monitoring metrics, it is essential to provide specific indicators
related to cost-effectiveness (e.g., cost savings per threat mitigated or scalability improvements
achieved for a given budget).
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6.2 Detailed Budget Table

Purpose:
This subsection provides a detailed breakdown of the project budget. Applicants must complete the provided budget
table template, outlining all eligible costs and aligning them with the project's objectj work plan, and
deliverables. This table will be evaluated under the "Value for Money" criterion. O
Instructions: '\
Applicants are required to: %

e Use the budget table template provided below. o\Co

e Provide a clear and detailed breakdown of all costs across the following o&ories:

o Personnel

o Equipment Q
o Travel 0

o Subcontracting co

o

Other Direct Costs Q/
{

o Indirect Costs (25%)
e Ensure all costs are justified and directly linked to the @es described in the proposal.

Additional Notes: e,
e Ensure the budget reflects cost-effectiveness ant use of resources.
he™di

e for consortium proposals, clearly indicate é distribution of costs among partners, including any

subcontracting or in-kind contributions.

e Provide a brief justification for any sig@t cost items in the narrative under Section 6.1.1 (Budget
Justification).

Template: \}

The budget table should follow the form (Lfab/e 6-1 below. It must include the cost breakdown for each partner

(if applicable) and align with the work g«%es outlined in the implementation section.

x>

Table 6-1: Estimated Budget Breakdown

Cost Category Descrintion Estimated Cost (€)
Personnel
Equipment n
Travel \

Subcontracting AQ/
Other Direct Cf@
Indirect Costs (25%)

Total

Note: Ensure that all cost estimates are justified and align with the project’s objectives and work plan as described in
earlier sections.

7 Ethical Considerations

Note: This section will be evaluated based on the "Alignment" criterion, which assesses how well the proposal aligns
with the CyberSecDome objectives and challenges. Applicants must demonstrate their understanding of the
project’s scope, relevance to predefined topics, and alignment with CyberSecDome’s strategic goals.

e Address ethical issues, including data privacy, security, and societal impacts.
e Demonstrate compliance with EU regulations and principles, including those on the use of Al
technologies.
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Appendices

General Notes for Applicants:
e Appendices should not exceed 25 pages in total
e Keep the content concise and relevant to avoid overwhelming evaluators with unnecessary details.

Refer to appendices within the main proposal (e.g., "See Appendix 3 for CVs of key pe;@me/") to ensure
they are reviewed in context.

e

-

.\(9)



